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•Please silence your phones. If you need to take a call, 
feel free to step outside and come back in.

•Sessions are being recorded and will be available 
after.

•Please use this QR code to take the session survey 
before heading to the next session.

•Survey responses get you more entries into the raffle 
at the end of the day. (prizes included surface 
headphones, Smart Ray Bans, RayBan Meta Smart 
Bluetooth Glasses, and lots more).

•Wifi Info: BusinessTechnologySummit

Pasword: journeyteam!

Housekeeping
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•Have experienced a security breach

•Do not know how the attacker got in

•Are not entirely sure how to stop it from happening again

•Are using less effective MFA Methods (SMS & Voice), or are not using MFA

•Have service accounts that are sign in enabled but not registered or 
protected by MFA

•Have a 90 day password reset policy

•Require users to remember many different passwords for multiple 
applications

•Have permanently assigned admin roles in your tenant

•Have looked at Microsoft’s Secure Score recommendations and wondered 
where to begin

•Are missing out on useful technology included in your M365 licensing that 
hasn’t been implemented yet.
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Presenters

REESE BRIGGS
MODERN WORK AND SECURITY
SOLUTION ARCHITECT

A DECADE OF EXPERIENCE TURNING ON MFA
AND TURNING OFF OLD SERVERS … RIP SERVER 2012

CRAIG DUNN
MODERN WORK AND SECURITY 
SOLUTION ARCHITECT

KNOWS A THING OR TWO
BECAUSE HE’S SEEN A BREACH OR TWO
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Guiding Principals of Zero Trust

Verify Explicitly 
• Always authenticate and authorize 

based on all available data points.

Use Least Privilege Access
Limit user access with Just-In-Time 
and Just-Enough-Access (JIT/JEA), 
risk-based adaptive policies, and 
data protection.

Assume Breach
Minimize blast radius and 
segment access. Verify end-to-
end encryption and use analytics 
to get visibility, drive threat 
detection, and improve defenses.
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Man In The Middle Attack
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Authentication methods

Authentication Methods Migration – Complete by Sept 30, 2025
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Authentication methods

Authentication Methods Migration – Complete by Sept 30, 2025
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MFA/SSPR Authentication Methods Migration Plan

Legacy MFA Portal (Click to Open Dashboard)

Currently

Enabled

(Fill out Yes/No)

Authentication Methods

(Click to Open Dashboard)

Currently 

Enabled

(Fill out Yes/No)

Recommended

Enabled

(Generated)

Current

Target

(Fill out with 

Group Name)

Recommended

Target

(Generated)

Allow users to create app passwords to sign in to non-browser apps No FIDO2 Security Key No

Call to phone No Microsoft Authenticator Yes Yes All Users

Text message to phone No Microsoft Authenticator (OTP) Yes Yes All Users

Notification through mobile app Yes Microsoft Authenticator (Number Match) Yes Yes All Users

Verification code from mobile app or hardware token Yes Microsoft Authenticator (Application Name) No

Skip multi-factor authentication for requests from federated users No Microsoft Authenticator (Geo Location) No

Are additional IP's listed (Other than 192.168.1.0/27) No Microsoft Authenticator (Companion Apps) No

SMS No

SSPR (Click to Open Dashboard)

Currently

Enabled

(Fill out Yes/No) SMS (Use for sign-in)

No

Mobile app notification Temporary Access Pass No

Mobile app code Hardware OATH tokens (Preview) Yes All Users

Email 3rd Party software OATH tokens Yes All Users

Mobile phone No Voice call Yes All Users

Office phone Yes Voice call (Office phone) Yes All Users

Security questions Email OTP No

Certificate-based Authentication No

Dashboard URLs: Conditional Access Trusted Locations

Currently 

Created

(Fill out Yes/No)

Recommend 

Create

(Generated)

Exclude from 

MFA 

Required

Exclude from 

MFA Required

(Generated)

Authentication methods - Microsoft Azure

Authentication methods

Authentication Methods Migration – Complete by Sept 30, 2025

MFA/SSPR Authentication Methods Migration Plan

Legacy MFA Portal (Click to Open Dashboard)

Currently
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(Fill out Yes/No)
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Currently 
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Enabled

(Generated)

Current

Target

(Fill out with 

Group Name)

Recommended

Target

(Generated)

Allow users to create app passwords to sign in to non-browser apps No FIDO2 Security Key No

Call to phone No Microsoft Authenticator Yes Yes All Users

Text message to phone No Microsoft Authenticator (OTP) Yes Yes All Users

Notification through mobile app Yes Microsoft Authenticator (Number Match) Yes Yes All Users

Verification code from mobile app or hardware token Yes Microsoft Authenticator (Application Name) No

Skip multi-factor authentication for requests from federated users No Microsoft Authenticator (Geo Location) No

Are additional IP's listed (Other than 192.168.1.0/27) No Microsoft Authenticator (Companion Apps) No

SMS No

SSPR (Click to Open Dashboard)

Currently

Enabled

(Fill out Yes/No) SMS (Use for sign-in)

No

Mobile app notification Temporary Access Pass No

Mobile app code Hardware OATH tokens (Preview) Yes All Users

Email 3rd Party software OATH tokens Yes All Users

Mobile phone No Voice call Yes All Users

Office phone Yes Voice call (Office phone) Yes All Users

Security questions Email OTP No

Certificate-based Authentication No

Dashboard URLs: Conditional Access Trusted Locations

Currently 

Created

(Fill out Yes/No)

Recommend 

Create

(Generated)

Exclude from 

MFA 

Required

Exclude from 

MFA Required

(Generated)

Authentication methods - Microsoft Azure

MFA/SSPR Authentication Methods Migration Plan
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Authentication Methods

(Click to Open Dashboard)

Currently 
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Recommended
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(Generated)

Current

Target

(Fill out with 

Group Name)

Recommended

Target

(Generated)

Allow users to create app passwords to sign in to non-browser apps No FIDO2 Security Key No

Call to phone No Microsoft Authenticator Yes Yes Pilot Group All Users

Text message to phone No Microsoft Authenticator (OTP) Yes Yes All Users

Notification through mobile app Yes Microsoft Authenticator (Number Match) Yes Yes All Users

Verification code from mobile app or hardware token Yes Microsoft Authenticator (Application Name) No

Skip multi-factor authentication for requests from federated users No Microsoft Authenticator (Geo Location) No

Are additional IP's listed (Other than 192.168.1.0/27) No Microsoft Authenticator (Companion Apps) No

SMS No

SSPR (Click to Open Dashboard)

Currently

Enabled

(Fill out Yes/No) SMS (Use for sign-in)

No

Mobile app notification Temporary Access Pass No

Mobile app code Hardware OATH tokens (Preview) Yes All Users

Email 3rd Party software OATH tokens Yes All Users

Mobile phone No Voice call Yes All Users

Office phone Yes Voice call (Office phone) Yes All Users

Security questions Email OTP No

Certificate-based Authentication No

Dashboard URLs: Conditional Access Trusted Locations

Currently 

Created

(Fill out Yes/No)

Recommend 

Create

(Generated)

Exclude from 

MFA 

Required

Exclude from 
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(Generated)

Authentication methods - Microsoft Azure
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Conditional Access
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Zero Trust in the News

Estimated Financial 

Impact: $100,000,000+

10%  16%  29%  76%  
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As difficult as possible for an attacker
As frictionless as possible for an employee
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Gold Standard in 2024

•Consistent and Consolidated Identity Verification

•Phishing Resistant MFA 

•All Accounts are MFA Capable

•Defender Everywhere 

•Least Privileged + Just in Time (PIM)

•Restrict Service Account Access to IP Ranges

•User Risk & Sign In Risk Evaluations
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MICROSOFT 365 LICENSING M365MAPS.COM
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Call to Action

• JourneyTEAM offers a simple $3,000 ”Foundational 
Identity Assessment” of your environment.

•Helps you see where you are at today and what 
areas you can adopt and improve on in this journey.

•BTS participants will get 2 FREE FIDO2 Security keys 
when you commit to our Foundational Identity 
Assessment by end of day Friday March 1st.
• Request through feedback survey:
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QUESTIONS
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We love feedback!
Please complete the session
survey for an extra giveaway

raffle ticket!
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Thank You!
Let’s Connect:

Reese Briggs

Craig Dunn

info@journeyteam.com

mailto:info@journeyteam.com


BUSINESS TECHNOLOGY SUMMIT 2024

Exhibit Hall

Customer Awards
Giveaways

Closing Note

WHERE DO I GO NEXT?
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